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Abstract—Recognizing and understanding knowledge ﬂow between user interactions in social networks are valuable for
sociology, economy, political science, and marketing. In this
paper, we present a methodology in order to extract information
and discover knowledge from a web trafﬁc log. Our study is based
on trafﬁc and login history logs of Kasetsart University’s network
during a 7-days period from March 1-7, 2011. The summarized
HTTP sessions show 39,046 distinct users together with 25,894
IP addresses. We conduct a pattern analysis in six aspects: The
Origin of HTTP Requests, Distribution of HTTP Requests at the
level of hostname, Time spent communicating online, Overall
Trafﬁc Workload Analysis, Facebook Trafﬁc Workload Analysis
and Web Access Patterns. The results reveal many interesting
patterns and knowledge from raw data.

I. I NTRODUCTION
Social Network is the most popular online activity worldwide and now reaches 82 percents of the world online population with 1.2 billion users around the world [1]. Moreover,
almost 1 in every 5 minutes spent online is now spent on
social network sites and tend to be an exponential growth [1].
In February 2004, Facebook originally launched [2] and faced
an extreme competition with MySpace and other leading social
networks. Today, Facebook becomes the indisputable global
leader in social network site in the world [3].
Understanding user behaviors and user interactions in social
network are important for many reasons. First, we can ﬁnd the
social network graph between user relationships [4]. Second,
accurate models of user behavior in Social Network are
signiﬁcant in social studies as well as in viral marketing [5],
[6]. Third, understanding how the workload of social networks
is transforming the Internet trafﬁc is valuable in designing
and improving the future generation Internet infrastructure
and content distribution system [7]. Until recently, obtaining
large-scale data was one of the key challenges in studying
social interactions. Nowadays, we get around this challenge
by the prosperity of online social network data available on
the Internet.
In this paper, we present a methodology in order to extract
information and discover knowledge from a web trafﬁc log.
We conduct three sets of analyses. First is to ﬁnd the data
characteristic from the trafﬁc log which leads to questions
as follows: What are the popular web sites? What are the
interested web site categories? Second is to ﬁnd the Facebook
trafﬁc workload. Finally is to ﬁnd the sequential web access
pattern concerning the facebook.com.
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This paper is organized as follows: Section 2 presents the
characteristics of our sample data sets. Section 3 gives detail
how we introduce the knowledge discovery process. Finally,
Section 4 summarizes our work and discusses a blueprint for
future work.
II. DATA S ETS
In this study, we use two datasets: a login log and an
extracted web trafﬁc log. These two datasets are collected
and provided by login and centralized web trafﬁc log servers
from Kasetsart University. Below, we both describe the data
description and discuss some challenges and limitations of
these datasets.
A. Login Log
Prior to have an access to Kasetsart University’s network, a
user must authenticate with his username and password at one
of the login servers. The login log is collected during February
25 until March 8, 2011. Figure 1 shows typical records of the
underlying login log.
Feb
25
17:13:00
allow
158.108.230.62
2ca215a43fda1606b3761daf3d80f14c 158.108.8.1
Feb
25
17:13:00
remove
158.108.102.42
ff8a598e7811ce3fc11905edefb17ee6 TIMEOUT
Fig. 1: Typical records extracted from the login log server

Feb 25 17:13:00 is a timestamp; allow/remove is a login status; 158.108.230.62 and 158.108.102.42 are client’s
IP addresses; both 2ca215a43fda1606b3761daf3d80f14c and
ff8a598e7811ce3fc11905edefb17ee6 are user IDs which have
been anonymized for privacy reason; 158.108.8.1 and TIMEOUT are authentication server IP address and unauthorized
status in case no network interaction over 30 minutes during a
session. In summary, there are 713,722 transactions including
authorized and unauthorized status from 39,046 distinct users
together with 25,894 IP addresses.
B. Web Trafﬁc Log
Trafﬁc log originally collects information about all trafﬁcs
in the university network to the outside world for every application such as HTTP, FTP, Radius, MSN, LDAP, SNMP and
so on. Meanwhile, studying the trafﬁc patterns of the WWW,
we need only the reference data reﬂecting the actual WWW
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used in the network. Then, data selection and optimization are
crucial to limit the scope of data. However, there has always
been a trade-off between the size of the input data and its
actual relevance. On one hand, the more data we use the more
accurate the results we get (in terms of predictions of future
actions). On the other hand, to get clearly bounded results one
would start decreasing the amount of data while keeping the
relevance as high as possible.

Data

Information

Knowledge

are two types of information that are concealed. First is the
username in login log which can be referred to an actual
person. Second is the web content that the user accesses.

Fig. 2: Typical Facebook records extracted from Web Trafﬁc Log

In this paper, we capture a fairly complete picture of a
web trafﬁc log over a 7-days period (March 1-7, 2011). This
web trafﬁc log consists of nearby billion user requests. As
shown in Figure 2, a record is composed of a timestamp,
both source and destination IP addresses, as well as source
and destination ports, together with a source URL and a
referrer URL. The source URL is the content that must be
downloaded (e.g. images, CSS, JavaScript etc.) for rendering
the web page on web browser according to the referrer URL.
Here, 20110301000000 is a timestamp, 129a6c9e:cb05S and
290c133d:5000D are IP address and port in reverse hex format
from client (the computer originated the request) and server,
respectively. Finally, facebook.com/image.jpg is the source
URL and http://facebook.com/index.php is the referrer URL.
The web trafﬁc log in our university network has been
created every minutes, and all minutely logs are further
aggregated into hourly directories. At the end of each day,
all hourly directories get aggregated into daily directory.
We store the the web trafﬁc log into directory hierarchy
as ”Day/Hour/20YYMonthDayHourMinute.txt”. On average,
the daily load is around a hundred million rows. During
aggregation process, irrelevant data (such as FTP, Radius,
MSN, LDAP, SNMP and the others, but excluding HTTP) is
dropped. Finally, our web trafﬁc log consists of 910,904,799
HTTP requests as shown in Table I.
Data Size
31 GB
31 GB
30 GB
30 GB
24 GB
23 GB
31 GB
211 GB

Raw Logs

Knowledge
Discovery

Fig. 3: High Level Design of Knowledge Discovery Process

20110301000000 129a6c9e:cb05S 290c133d:5000D facebook.com/image.jpg http://facebook.com/index.php
20110301000000 129a6c9e:cb05S 290c133d:5000D facebook.com/style.css http://facebook.com/index.php

Day
March 1 (Tuesday)
March 2 (Wednesday)
March 3 (Thursday)
March 4 (Friday)
March 5 (Saturday)
March 6 (Sunday)
March 7 (Monday)
Total

Preprocessing

D. Data Limitations
Even though the trafﬁc log gives us a great opportunity to
study Internet user behavior which provides the reliable result
better than doing surveys or an interview, but the dataset has
limitation to unable to infer the user behaviors for a long time
period seeing that the data are collected from only a 7-days
period.
III. K NOWLEDGE D ISCOVERY P ROCESS
The Knowledge Discovery Process consists of a set of
processing steps to be followed when executing a knowledge
discovery project. Our process consists of three steps as shown
in Figure 3, which are outlined as follows: Preprocessing,
Pattern Discovery, and Knowledge Discovery.
A. Preprocessing
We have speciﬁcally developed a preprocessing step to support user behavior analysis. Since both datasets have different
timestamp format and we cannot identify the user in the web
trafﬁc log, we then deﬁne session duration and match a pair
of session duration and IP address to the web trafﬁc log for
user identiﬁcation. In this section, we describe a methodology
for deﬁning a session and user identiﬁcation in the web trafﬁc
log.
1298566850 , 1298566859 , 158.108.230.62
2ca215a43fda1606b3761daf3d80f14c
1298566865 , 1298566873 , 158.108.231.133
ff8a598e7811ce3fc11905edefb17ee6

# of HTTP requests
144,290,279
145,271,257
137,210,225
135,258,918
105,638,150
103,864,732
139,371,238
910,904,799

,
,

Fig. 4: Example of the session Log

TABLE I: Summary of data size and the number of HTTP request
during 7-days period of the web trafﬁc log

C. Data Anonymization
Our datasets are blindfolded any sensitive information that
might reveal a users identity prior to our analysis. There

1) Deﬁning a session: Original login history log has
713,722 records includes ”Allow” and ”Remove” status covering 39,046 distinct users. Typically, a session can be deﬁned by
a pair of an Allow record and a Remove record. We determine
a session length by considering the shortest time duration from
authorization status between an Allow and Remove pair on the
same IP address of the same anonymous ID. As a result, the
session log contains time duration in UNIX timestamp format,
Clients IP address, and anonymous ID. The example of these
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logs has been shown in Figure 4. Each record is written in
CSV format and delimited each column using comma. We
totally found 352,284 sessions covering 38,817 distinct users.
2) Web Trafﬁc Log with User Identiﬁcation: After we
have deﬁned a session, we have to clean and transform the
original web trafﬁc log of totally 910,904,799 HTTP requests
as follows; (a) change timestamp to UNIX timestamp format
(b) convert IP address from reverse hex to 32-bit address
notation (c) identify a user ID from the above data. After
transformation, there are 828,280,965 valid HTTP requests. A
typical record is looked like ones shown in Figure 5. In the
ﬁnal web trafﬁc log, we found 31,942 distinct users
20110301000000 129a6c9e:cb05S 290c133d:5000D
examff8a598e7811ce3fc11905edefb17ee6
ple.com/image.jpg http://example.com/index.php
20110301000001 129a6c9e:cb05S 290c133d:5000D
examff8a598e7811ce3fc11905edefb17ee6
ple.com/style.css http://example.com/index.php
Fig. 5: Example of the Web Trafﬁc Log with User Identiﬁcation

3) Web Trafﬁc Log based on User: To ﬁnd a sequential web
access pattern, we have to transform a data from trafﬁc log
with user identiﬁcation to trafﬁc log based on user. We use an
anonymous ID as a ﬁlename instead of a minutely timestamp.

Area
Ofﬁce of Computer Service Area
Ofﬁce of Library
Engineering Area
KUWIN-WPA
KUWIN

TABLE II: Top-5 HTTP requests in Bangkhen Campus

the overall distribution of the HTTP requests across 911,643
unique hostnames which ranked from large to small number
of requests, looking at the extent to which certain hostnames
are more active than the others. For this, we calculate the
cumulative distribution function (CDF) in Figure 6a. The ﬁrst
ranked hostname covered 25.96% of all HTTP requests and
the top-35 hostnames covered the majority (50%) of all HTTP
requests. The majority of all HTTP requests (90%) completes
0.8% of all hostnames. Furthermore, we further discover that
the distribution follows the Zipf’s law [8], which states that
f = r−α where f is the number of HTTP requests to a
hostname, r is the hostname rank (i.e., 1st for the most
accessed URL, 2nd for the second most accessed one, and
so on) and α is a parameter. Figure 6b shows on the X axis
the hostname rank and on the Y axis the number of HTTP
requests to that hostname. The plot is exponential on both the
X and Y axis. The straight line conﬁrms the Zipf’s law, since
(by passing to logarithms) log f = α log r. A law similar to
Zipf’s can also be expected at semantic level.

B. Pattern Discovery
Pattern Discovery draws upon methods and algorithms
developed from several ﬁelds such as statistics, data mining,
machine learning and pattern recognition. In this section, we
describe our pattern discovery process in six aspects: The
Origin of HTTP Requests, Distribution of HTTP Requests
at the level of Hostname, Time spent communicating online,
Overall Trafﬁc Workload Analysis, Facebook Trafﬁc Workload
Analysis and Web Access Patterns.
1) The Origin of HTTP Requests: Basically, web trafﬁc log
must be recorded even if there are any network interaction
between the client computer and the server computer. We ﬁrst
trace the source IP address and destination IP address from the
web trafﬁc log. Theoretically, the source IP address must come
from the computer in the university network only. After we
trace the web trafﬁc log, we discover totally 882,768 source
IP addresses which are not only in the university network
but also from the external network. Those IP addresses are
divided into 25,577 IP addresses coming from the university
network and 857,191 IP addresses coming from the external
network but the ratio of the HTTP requests is 513:1. Table
II below concludes the originated area of HTTP request only
in the main Kasetsart University campus (Bangkhen Campus).
From this result, we can further discover that the appearance
of external IP addresses is originated from proxy server being
set up illegally in the university network.
2) Distribution of HTTP Requests at the level of Hostname:
To get a perspective of the Web Trafﬁc Log, we ﬁrst investigate

# of HTTP Requests
167,001,680
36,488,149
30,461,618
27,627,218
20,875,040

Hostname
www.facebook.com
www.google.co.th
www.youtube.com
apps.facebook.com
www.dek-d.com
s.ytimg.com
Others

% of HTTP Requests
25.96
3.10
2.39
2.37
1.97
1.20
63.01 %

(a) Percentage of HTTP request across the Top-6
hostname rank and others
Web Category
Facebook
Society
Entertainment
Computer
Facebook Game
News
Sport
Shopping
Restricted
Uncategories
Business
Education

% of HTTP Requests
45.00
16.28
13.21
10.37
6.72
3.43
1.47
1.40
0.74
0.63
0.39
0.36

(b) Percentage of HTTP request across each web
category from Top-200 hostname rank

TABLE III: Percentage of HTTP request across hostname(top) and
web category(bottom)

Table IIIa shows the Top-6 hostname ranks and the
others. The ﬁrst hostname is the most popular one, i.e.,
www.facebook.com which covers 25.96% of HTTP requests,
while the second hostname www.google.co.th covers 3.10%
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(b) Comparing a number of HTTP Requests with Hostname Popularity from the Web Trafﬁc Log with a theoretical Zipf distribution in
double-logarithmic scale.

Fig. 7: High level of session characteristics

Fig. 6: Distribution of HTTP Requests at the level of Hostname

of HTTP requests, and so on. The others category (63.01%)
of HTTP requests contains 911,637 hostnames that each of
them has the number of HTTP request less than 1%. In addition, 715,430 of all hostnames are ”*.*.channel.facebook.com”
which is the content distribution hosts of Facebook. Moreover, we choose Top-200 hostname ranks and classify them
manually into DMoZ Web Site Categories [9]. We found
45% of all requests come from Facebook as shown in Table
IIIb. Moreover, we found other hosts coming from society,
entertainment and computer categories.
3) Time spent communicating online: So, how often and
for how long do people connect to the Internet? To estimate
these quantities, we measure the frequency and duration of
sessions for each user. We calculate session duration as the
time interval between the ﬁrst and the last HTTP requests
within a session. This approach allows us to infer the duration
of any session with two or more HTTP requests. Figure 7a
shows the cumulative distribution function (CDF) of the total
number of sessions per user. In 7-days period, 19.58% of
all users accessed the Internet 7 times and the majority of
users (98.07%) accessed the Internet no more than 100 times.

The total time spent accessing Internet also varied largely per
individual, as shown in Figure 7b. On one hand, the most
active 7.6% of all sessions spent no more than 30 minutes.
In addition, 90% of all sessions spent in total up to 24 hours.
This may suggest that long sessions tend to come from idle
users. For short sessions, the longer the session duration, the
more activities the session contains.
4) Overall Trafﬁc Workload Analysis: We study the trafﬁc
workload by summarizing the number of HTTP requests into
hour. As shown in Figure 8a, we found that trafﬁcs suddenly
increase at 7:00AM and go to the peak at 14:00PM, decrease
dramatically from 14:00PM to 18:00PM, then remain steady
until midnight. We notice that workday trafﬁcs are densely
more than weekday one (March 5-6, 2011) and the network
is most crowded during noon and early evening periods.
5) Facebook Trafﬁc Workload Analysis: We further study
the comparison of all HTTP requests and Facebook HTTP
requests as shown in Figure 8b. We deﬁne Facebook Requests
as a log which contains a ”*.facebook.com” string in source
URL and/or referrer URL. The graph shows the ﬂuctuation in
the number of HTTP requests over 7-days period. We found
that everyday Facebook usage pattern is quite similar to each
other.
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Fig. 9: Transition Probability Matrix in the Web Trafﬁc Log

(b) Comparison of All HTTP Request and Facebook HTTP Requests

Fig. 8: Trafﬁc Workload

6) Web Access Patterns: To investigate the patterns of
interaction among users, we construct a transition matrix based
on the sequence of HTTP Request at the level of hostname
from Web Trafﬁc Log based on User and we add an initial
state append to the sequence of requests at the beginning. The
transition probability comes from the frequency of switching
state from t to t+1 and normalize by the total number of out
degree of state t.
Figure 9a shows the transition probability between Top-100
hostname ranks. A pixel at (x,y) represents the probability
of transition from a host in the horizontal axis at time t to
another host in the vertical axis at time t+1. Darker pixels
indicate higher transition probability. This is shown by a strong
linear trend in y=x. We can infer that users rather browse web
site repeatedly than click to another site. We also notice that
the trafﬁc usually jump from other hostnames to the Top-3
hostname ranks (facebook.com, google.co.th, youtube.com) as
shown in Figure 9b.
Furthermore, we further study the access pattern about facebook.com. After visualizing the top rank transition probability

which is related to facebook.com as shown in Figure 10,
we found two signiﬁcant web access patterns. First, in case
users access google.co.th as the ﬁrst website, they mostly
access facebook.com as the second website. Otherwise, users
access facebook.com as the ﬁrst website, they rather browse
on facebook.com than apps.facebook.com.
C. Knowledge Discovery
Knowledge Discovery is the last step in the overall Knowledge Discovery Process as described in Figure 3. In our
study here, we can inferred some knowledge from the above
discovered patterns in several aspects. For example, (1) the
appearance of external IP addresses is originated from proxy
server being set up illegally in the university network, (2)
the distribution of HTTP Requests at the level of hostname
follows Zipf’s law, (3) Facebook.com has the most HTTP
requests, (4) 90% of all sessions spent in total up to 24 hours,
(5) Users in our university mostly browse Facebook during
ofﬁce hour (9:00AM-18:00PM), etc. The web access pattern
can also be summarized in two signiﬁcant ways: (a) users
access google.co.th before access Facebook.com, (b) users
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rather access Facebook.com continuously than jump to another
website.
IV. C ONCLUSIONS
In this paper, we present a methodology to extract information and discover knowledge from both web trafﬁc and
login logs of Kasetsart University’s network over a 7-days
period. We analyze both statistical and distributional properties
derived from those logs in order to reveal some actual users’
pattern usage and knowledge. Our study uncovers a number of
interesting ﬁndings from the experiments in six aspects: the
origin of HTTP requests, the distribution of HTTP requests
at the level of hostname, the time spent communicating
online, the overall Trafﬁc Workload Analysis, Facebook Trafﬁc
Workload Analysis and Web Access Patterns. These results
lead us to understand much more insightful of the actual users’
web surﬁng behaviors in Kasetsart University.
Our future work will be focused on the extension of the
methodology and results along these two main directions.
First, we would like to speed-up the overall computational
process. Given that the Internet usage in a large organization
often has the direct affect on a huge number of generated
web trafﬁc logs, improving among data structure, data storage
architecture and data compression algorithm are signiﬁcant
approaches. Since these are important keys to immediately
anylyze and alert some abnormality or strangeness discovered
from the web trafﬁc.
Second, we are especially interested in understanding content distribution patterns of the facebook.com. We expect that
users in the university could share the same content across
multiple sites. The results will let us explore opportunities for
efﬁcient content distribution in our own local area network, for
instance, caching and pre-fetching, as well as advertisement
and recommendation strategies.
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